	Application for Data Use or Disclosure for Research

	Purpose:  To request use or disclosure of Health Information from a “covered entity” and to provide researchers guidance on the requirements for requesting data and necessary documentation to ensure compliance with applicable Privacy Policies.   Information provided will be utilized by the appropriate review authority to render and document decisions based on the information provided and Privacy Policy requirements.  

	

	1.  Identify type of data to be requested or accessed.

		 
[bookmark: Check1]|_| Protected Health Information (PHI)
Health information that contains at least one of the 18 Privacy Rule “identifiers”, with the exception of individuals who have been dead more than 50 years.
|_| Only PHI of living individuals – go to Section 2
|_| Only PHI of decedents that have been dead for 50 years or less – go to Section 4
|_| Both PHI of living individuals and decedents that have been dead 50 years or less – complete Sections 2 & 4 
[bookmark: Check2]|_| De-identified Health Information – go to Section 3
Health information that does not contain any of the 18 Privacy Rule “identifiers” or that has received “statistical verification” as specified in the Privacy Rule.
[bookmark: Check3]|_| Limited Data Set – Go to Section 5
	Requires a “Data Use Agreement” (DUA) - Complete Appendix C - “Data Use Agreement”.
Health information that excludes 16 privacy rule “identifiers”; may include city; state; ZIP Code; elements of date; and other numbers, characteristics, or codes not listed as direct identifiers.   
|_| Decedents Non-protected Health Information – Go to Section 5
Individually Identifiable Health information of decedents that have been dead more than 50 years is not PHI. 

	2.  Protected Health Information (PHI).

	PHI is individually identifiable health information, held or maintained by a covered entity or its business associates acting for the covered entity that is transmitted or maintained in any form or medium. This includes identifiable demographic and other information relating to the past, present, or future physical or mental health or condition of an individual, or the provision or payment of health care to an individual that is created or received by a health care provider, health plan, employer, or health care clearinghouse; or, with respect to which there is a reasonable basis to believe the information can be used to identify the individual. (DOD 6025.18-R, DL1.1.20)

	A covered entity may use PHI to create information that is not individually identifiable health information or disclose PHI only to a business associate for such purpose, whether or not the de-identified information is to be used by the covered entity. (45CFR164.502(d))

	a. Will PHI be accessed or used only by the “covered entity” (includes researchers who are also work force members) for purposes of de-identification?
[bookmark: Check5]     	|_| Yes – No authorization or waiver required – go to Section 3
[bookmark: Check6]|_| No – Go to paragraph b. below
(45CFR164.502(d))
b. Identify the purpose(s) for PHI to be requested or accessed (select all that apply).
[bookmark: Check7]	|_| Preparatory to Research Provision (includes data to aid in Recruitment) – Complete Section A
[bookmark: Check8]|_| Research Use or Disclosure – Requires an individual’s “Authorization to Use or Disclose Protected Health Information”, or; A waiver or alteration of authorization approved by an IRB (established in accordance with 32CFR 219.107 for research conducted or supported by a DOD component) – Complete Section B

	Section A – Preparatory to Research

	1) Access to or use of information under the Preparatory to Research provision must meet the following criteria:
[bookmark: OLE_LINK1][bookmark: OLE_LINK2]
I acknowledge the following requirements regarding the use of PHI for Preparatory to Research activities:
|_| Use of PHI is to prepare a research protocol, determine feasibility, aid recruitment or similar purposes.
|_| The researcher(s) will not remove any protected health information from the covered entity, and 
|_| Protected health information for which access is sought is necessary for research purposes.
[bookmark: Text7]2) List the specific data to be requested or accessed:      
3) Go to Section 5
(45CFR164.512(i)(iii) & DOD 6025.18-R, C7.9.1.2)

	Section B – Research Use or Disclosure

	1) Is the Researcher requesting a waiver or alteration of the requirement for the individual’s Authorization to Use or Disclose Health Information? (Waiver or alteration is only applicable to use or disclosure presenting minimal risk to individual’s privacy)
[bookmark: Check25] |_| Yes – Complete Appendix B – Request for Waiver or Alteration  
[bookmark: Check26] |_| No – Complete Appendix A – Authorization to Use or Disclose Protected Health Information for Research

	 (DOD 6025.18-R, C7.9.2)
2)  Go to Section 5

	 3.  De-identified Health Information

	Health information that does not identify an individual and with respect to which there is no reasonable basis to believe that the information can be used to identify an individual is not individually identifiable health information. (45CFR164.514(a))

	a. List the specific data to be requested or accessed:      
b. Data requested meets one of the two following requirements for de-identification of PHI (select one):
[bookmark: Check35]|_| A person with appropriate knowledge of and experience with generally accepted statistical and scientific principles and methods for rendering information not individually identifiable:
1) Applied such principles and methods, determined that the risk is very small that the information could be used, alone or in combination with other reasonably available information, by an anticipated recipient to identify an individual who is a subject of the information; and
2) Documented the methods and results of the analysis that justify such determination
*  Provide documentation justifying determination to include the name of person making the determination with this application.
[bookmark: Check36]|_| The following 18 Privacy Rule Identifiers of the individual or of relatives, employers, or household members of the individual, are removed: 
18 Privacy Rule Identifiers


1) Names;
2) All geographic subdivisions smaller than a State, including street address, city, county, precinct, zip code, and their equivalent geocodes, except for the initial three digits of a zip code if, according to the current publicly available data from the Bureau of the Census:
(a) The geographic unit formed by combining all zip codes with the same three initial digits contains more than 20,000 people;  and
(b) The initial three digits of a zip code for all such geographic units containing 20,000 or fewer people is changed to 000.
3) All elements of dates (except year) for dates directly related to an individual, including birth date, admission date, discharge date, date of death; and all ages over 89 and all elements of dates (including year) indicative of such age, except that such ages and elements may be aggregated into a single category of age 90 or older;
4) Telephone numbers;
5) Fax numbers;
6) Electronic mail addresses;
7) Social security numbers;
8) Medical record numbers;
9) Health plan beneficiary numbers;
10) Account numbers;
11) Certificate/license numbers;
12) Vehicle identifiers and serial numbers, including license plate numbers;
13) Device identifiers and serial numbers;
14) Web Universal Resource Locators (URLs);
15) Internet Protocol (IP) address numbers;
16) Biometric identifiers, including finger and voice prints;
17) Full face photographic images and any comparable images; and
18) Any other unique identifying number, characteristic, or code, except as permitted by paragraph (c) of this section; and
The covered entity does not have actual knowledge that the information could be used alone or in combination with other information to identify an individual who is a subject of the information.
 (45CFR164.514(b)(2)(i) & DOD 6025.18-R, C8.1.3.3)
c. Health information that is coded must meet the following requirements:
A covered entity may assign a code or other means of record identification to allow information de-identified under this section to be re-identified by the covered entity, provided that:
[bookmark: Check37]|_| The code or other means of record identification is not derived from or related to information about the individual and is not otherwise capable of being translated so as to identify the individual; and
[bookmark: Check38]|_| The covered entity does not use or disclose the code or other means of record identification for any other purpose, and does not disclose the mechanism for re-identification. (The code used to de-identify information obtained for a particular research project may not be used or disclosed for use with other research projects)
(45CFR164.514(c) & DOD 6025.18-R, C8.1.4)
d. Go to Section 5

	4.  PHI for Decedent’s

	To use or disclose PHI of the deceased for research, covered entities are not required to obtain Authorizations from the personal representative or next of kin, a waiver or an alteration of the Authorization, or a data use agreement.

	a. Access to or use of Decedent’s information must meet the following criteria:
I acknowledge the following requirements regarding the use of PHI for Decedent’s
[bookmark: Check52]|_| Use or disclosure sought is solely for research on the protected health information of decedents;
[bookmark: Check53]|_| Documentation of the death of such individuals will be provided at the request of the covered entity; and
[bookmark: Check54]|_| The protected health information for which use or disclosure is sought is necessary for the research purposes.
(45CFR164.512(i)(iii) & DOD 6025.18-R, C8.8 &  C7.9.1.3) 
b. List the specific data to be requested or accessed:      
c. Go to Section 5


	5.  Acknowledgement(s) from Researcher(s)

	a. I acknowledge that the data being used or disclosed is the minimum necessary for the research.
b. I acknowledge all of the requirements as identified in the applicable preceding paragraph(s) for use or disclosure of the type of data to be requested or accessed as indicated below.  (Select all that apply)
[bookmark: Check58]|_| Protected Health Information
[bookmark: Check46]|_| Preparatory to Research
|_| PHI to be de-identified by the covered entity (work force members) or a business associate 
|_| Individual Authorization to Use or Disclose Health Information for Research is enclosed
|_| Request for Waiver or Alteration of Authorization is enclosed
|_| De-identified Health Information – Documentation enclosed, if applicable under section 3
[bookmark: Check44]|_| Limited Data Set – Data Use Agreement enclosed
[bookmark: Check45]	|_| Decedent’s Protected Health Information
|_| Decedent’s Non-protected Health Information 

[bookmark: Text8]Name of Researcher(s):      
Signature(s) (may be signed electronically):

	e-signature
	e-signature







DDEAMC Application for Data Use or Disclosure for Research
Template Version Date:  9 October 2015										1
 
